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District Attorney Conley's
Internet Safety Initiative
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One of District Attorney Damel F. Conley's top
priorities 15 the protection of children.  District
Attorney Conley has taken a progressive ap-
proach toward the prevention, mvestigation, and
prosecution of crimes effecting children that use
the Internet. Some of these mitiatives mclude:

FProvider. Whanever p

B June 2003 - District Attorney launches a hi-tech, 2 avent of an em
interactive training program on Internet Safety in the
gchools of Suffolk County.

B Fall 2003 - The Suffolk County District
Attorney’s Office becomes a member of the
Depattment of Justice’s Internet Crimes Against
Children initiative.

A Guide for Parents and
Shidents on Safe Internet

Mavigation
e January 2004 - Dusinict Attorney Conley au-
thorizes the creation of the Suffoll County Dis-
trict Attorney’s Office Computer Crime Divi-
sion (pictured below).

B June 2004 - District Attorney Conley launches the
new Internet site for the Suffolk County District
Attorney’s Office, including a number of pages
dedicated  to  Internet Safety (Fee contact
information for the address of the Internnet site).

4 Publication of the Suffolk County
District Attorney’s Office

B October 2004 - District Attorney Conley creates
the Suffolk County District  Attorney’s  Office
Computer Crime Division as part of the Specia ':':'1“13"-_1
Prosecutions Unit. B
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Internet Safety Tips for
Students

P Algrays follow the males that your parents or teach-
ers set for your Internet use.

B Tse only your screen of log-in name when chatting
ot sending e-mail.

B Do not give out personal information such as your
natne, address, phone namber or school name without
yout parents' permission.

Do not create an online profile without your parents'
permisgion and approval (This information is public
g0 it is important that the profile does not cortain per-
sonal inform atiom).

P Keep your passwords private. Do not give them to
atyone (not even your best friend) other than your
patents.

B Do not share photos of yourself, your family, or
wour hotme without your parents' petmission.

B Algays delete unknown e-mail attachunents with-
out opening them,  Attachments can contain winises
that might damage ywour computer.

* Do not respond to aty messages that are mean or
make you feel uncomfortable. Leave the computer the
way it is and tell an adult!

B Mever agree to get together with anyone you have
met on the Internet. 3peak to your parents if anyone
wou meet online ever asks you to meet with them in
person.

B Femember that the Web is not completely private
so be carefill what you type.

Do not forget that people online may not be who
they seem. It is easy for a person to pretend to be
someote else.

Internet Safety Tips
for Parents

It is important for you as a parent to establish rales for ywour
child's Internet use. Consgider the vge of a contract to set the
tales ywour child must adhere to while online. Also, make
sure that online time doeso't take the place of social activi-
ties or your child’s other important interests.

In 2004, reseatchers at the Crimes Against Children Re-
seatch Center at the University of New Hampshire com-
pleted a study of ondine child sexal abuse. The results of
the study are baged upon actual online child sexial abuse
case statistics reported to researchers by law enforcement
agenicies across the courtry, The study may help parents,
educators, and law enforcement understand, and develop
new methods to prevent, the online sexual victimization of
childrern. The American Fipehological Associafion’s press
teleaze about this study can be found here:

Fotential Risks to Your Child on the Internest

P Itvitation to meet after atn online discussion.

P Lozs of privacy by disclosure of personal information ot
posting material without permission.

P Rude, obnoxious, malicious and other inappropriate be-
havwior.

- Thieatening, intimidating or harassing behavior,

- Viewing inapproptiate materials,

P Mlistaking online moths, altered documents and photo-
graphs, atwd mistepresentations for reliable facts and infor-

matiomn.

* Engaging in mude, offensive, or illegal behavior that can
lead to disciplinary or criminal penalty.
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Internet Safety Tips
for Parents

The Warning Signs

B Vour child is using an accourt that belongs to
sotmeone else.

P Vour child is withdrawing from the family,

B Vour child is spending a lot of titme online, espe-
cially at night.

P Vour child is turning off the monitor or minimizing
the soreen quickly when someone enters the room.

P Vou find pornographey on you child's compater,

B Vour child receives packages, mail, gifts, andfor
phone calls from people Fou don't know.

Mensures of Freventiorn

P Eeep your computer in a common area of your
home.

P Ilonitor all of your child’s online activities.

P Lookfor a "family-friendly" online service pro-
widet.

P Havwe rales for your child’s Internet use. Consider
eniteting a contract to make the rules clear and en-
forceable.

P Learn about the different parental control tools,
protective software, and controlled access options that
ate available.

B Teach your child to never reveal personal informa-
tion to atuy person they meet online.
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